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Objectives

e |dentify Obstacles to moving to the Cloud
e Measure Adoption of

— Cloud Solutions
— Virtualization
— Saas, Paas, laas, etc.

* Provide insight on what customers want in
order to move to the cloud faster



Research Methodology

e Anonymous, on-line Survey sent to:

— Cloud Security Alliance Chapter members
worldwide

— ISSA Chapter members in Seattle Area

 Responses received from Nov 2012 to Jan
2013

e 107 responses in total (N=107)



Executive Summary

Use this survey to establish a baseline for future surveys
Key Findings:
— Reputation and Brand is the #1 criteria for customers evaluating CSPs
— Customers want more Transparency from CSPs to increase confidence in

Cloud computing

* Attestations, such as CSA STAR, are also seen as valuable by CSP Customers, along with
Audits

e Certifications ranked third

— Top Customer concerns about moving to the Cloud:
* Security and Privacy were cited as the clear #1
e Compliance with Regulatory Standards (certification and attestation)
— 80% of customers say External Certification is important
— Concerns over Data Ownership may represent opportunity for Encryption solutions
— Primary Asks from Customers of CSPs:
e Encryption
e Stronger Identity and Access Management Controls
e Security Controls

— Multi-tenancy is seen as a major risk in moving to the cloud
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Responses




Respondents Roles

m Architect

® Business/Policy Decision
Maker
m Developer

m IT Professional

m Other

* Majority of responses from Technical Roles

Q1: Please select the response that best describes your role (N = 106)




Company Size: # of Endpoints

50 %

1-99 PCs/Endpoints  100-999 PCs/Endpoints 1,000-4,999 5,000+ PCs/Endpoints
PCs/Endpoints

* Endpoints:
— Bimodal distribution, with 40% of large companies >5,000 Endpoints, and 31% of the smallest, under 100 Endpoints

Q2: Size of your company or organization: # of PCs/Endpoints (N = 106)



Company Size: Servers

15 % —

0%

101-1000 10,001+
] 25-100 1,001-10,000 Not Sure/Don’t Know

* Servers:
— Can combine responses into three segments of approximately equivalent size (~¥30%) each:
. 0-25
. 25-1,000
. 1,001+

Q3: Size of company or organization: How many total servers does your organization operate? (include Virtual and Physical
Servers) (N=106)



Vertical / Industry

3B%

30%

20%

5%

10 % —

5% —

0%

Financial Senices Manufactun Prof 1 Sens Tel i
Unilties
Education, Govemment Healhcare, Technology Retal, Wholesale Transportation,
or Non-Profit Pharmaceutical, Biotech or Distrbution Logistics

 Top # of responses were from:
* Technology, by far the leading vertical
* Followed by:
* Professional Services Organizations
* Education, Government & Non-profits
Q4: Which Industry / Vertical best describes your organization? (N = 106)

Other
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Geography

United States

Canada

Latin America (Mexico.
Central America,
South America)

Europe. Middle

East. Africa

Asia-Pacific

Other

o
o~

20% 40%

i Responses received:
—  75% from US

—  25% from ROW

. 10% from EMEE
. 10% from LATAM

Q5: What Country/Region do you do the majority of your business in? (N = 106)

60 %
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How do you Evaluate the Security of CSPs

Reputation/ Known Brand

Compllance Frameworks {150, BASEL, etc.)
Personal Experience

Word of mouth from colleagues
Customer Reviews

Revlews In Press or Blogs

Other

*  Top Criteria:

— Reputation and Brand is the #1 criteria for evaluation.
—  Followed closely (within ~1%) by Compliance Frameworks

12%

11%

10%

18%

22%

21%

e Comparison of CSPs by customers is difficult because of technical complexity and also the difficulty of

getting verifiable independent data for comparison

Q6: How do you evaluate the security of Cloud based applications you use?

Note: Multiple responses allowed (N = 104)
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Compliance Frameworks

Which Compliance Frameworks do you use to
evaluate Cloud Services?

25%

20%
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e |SO 27001 was cited as the most frequently used
e (CSA’s OCF was tied for second with PCI.
— Open Certification Framework is an industry initiative to allow global, accredited, trusted certification of Cloud providers.

* Note: Cross tab analysis of this question with Industry/Vertical (Q4) in Appendix for reference

Q7: 7. Which Compliance Frameworks do you use to evaluate Cloud Services? 13
Note: Multiple responses allowed (N = 94)



Increase Confidence in Security of CSPs?

35%

30%/

25%

20%

15%

10%

5%/

0%
Security Expert Operational Government No issues Rigorous Hiring Assumption of Other
process/controls  Audit/Attestation certifications regulation reported in the Process Trust
transparency press

e Customers want more Transparency from CSPs to increase confidence. CSPs may believe that
sharing too much information would increase security risks.

* Audits and Attestations, such as CSA STAR, are also seen as valuable by customers
e Operational Certifications ranked third

Q8: What would help you feel more confident in the security of current or potential cloud infrastructure
service providers used by your organization? (Multiple responses allowed) (N = 98) 14



Virtualization and Cloud Technology Adoption

80 -
70
60
50 W Server Virtualization
m Private Cloud
40
M Application Virtualization
30 M Public Cloud
20 VDI
m Hybrid Cloud
10 ¥
m Community Cloud
0
Currently Currently in Planning to Have no Have no
Deployed/ Pilot Deploy plans to plans to
In within the Deploy in Deploy
Production next 1-12 next 12+
months months

e Server Virtualization is the most deployed technology, exceeding 70% deployment
* Followed by:

—  Private Cloud, Application Virtualization and Public Cloud
 Technologies reported most frequently with ‘no plans to deploy’ included:
—  Virtual Desktop Infrastructure

—  Hybrid Cloud
—  Community Cloud

Q9: Which of the following best describes your organization's use of the following technologies? (N = 105) 15



Top 3 Cloud Computing Security Concerns

Concerns about providers security capabilities
Lack of control over data

Inability to measure security services

Lack of transparency / inability to perform audits
Access Control

Attesting to the integrity of the Hosting platforms
Multi-Tenant

Physical/Geographic boundary controls

Other (please specify)

ad P v

T T T T T T T T T 1

0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%

e  Reasons why customers are not moving to the cloud

— Top concerns related to Cloud Service Provider Transparency:
e Top Concern was Cloud Security Providers Security Capabilities, which ties back to the importance of CSP Transparency for customers
. Lack of control over data was also ranked as top 2 concern. For customers, CSPs may be able to offer encryption to address
. Inability to measure Security Services ties back to Transparency
. Lack of transparency and inability to perform audits

*  Multi-Tenancy ranked low, indicating that customers don’t see this as a “blocker” in terms of moving to the

Cloud

Q11: Of the Cloud Computing security concerns listed below, please identify your top three? (Note: Multiple responses allowed)
(N = 104)



Concerns adopting Public Cloud computing
services in your organization?

Concerns over Privacy and/or Security (of data or cloud infrastructure)
Compliance with regulatory standards
Data Ownership issues
Potential lock in to Cloud Service selected due to proprietary...
Compliance with industry standards
Complexity in integrating the cloud with existing IT Operations
Unclear cost benefits/ROI
Concern over government (yours/foreign) gaining legal access to your...
Lack of transparency about data center (tracking of services, billing,...
Reliability of access to resources
Lack of cloud expertise in our organization
Internal resistance to change
Data Center Security Tools don't work in the Cloud
Provider access to the servers and infrastructure

Meeting data production and reporting requests from auditors

Industry Specific & Other Regulations | ) ) ) ) ) ) )

T T T T T T T T

0% 2% 4% 6% 8% 10% 12% 14% 16% 18%

* Concerns around moving to Public Cloud:
—  Security and Privacy were cited as the clear #1
—  Customers want CSPs to provide certification and attestation, based on #2 concern: Compliance with Regulatory Standards
—  Data Ownership completes the top 3, could perhaps be addressed by Encryption solutions

— Internal resistance to change was reported as a relatively low concern. Indicates that if can better address Security/Privacy (and
Transparency), more organizations are willing to move to Cloud
Q10: What concerns do you have in adopting Public Cloud computing services in your organization? 17
Note: Multiple responses allowed (N = 99)



Importance of External Certification

M Yes, in any case

W Yes, if certifying body can
show accreditation

M Yes, if certificate is based
on agreed standards

® No

m Other (please specify)

*  80% of customers say External Certification is important, with only 14% saying it has no impact

Q12: Would External Certification of Cloud Service Providers increase your adoption of cloud computing? (N = 102)
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External Certifications Preferred

35%

30% A

25% -

20% -

15% A

10%

5% -

 Top two preferred Certifications are ISA and CSA’s STAR
* ISO s the preferred External Certification

e (CSA’s STAR is ranked second, with a significant lead over other Certifications
*  Note that CSA’S STAR is self-attestation.

e Perhaps STAR Certification could be further strengthened if could be Audited or Certified by third
parties such as Auditors

Q13: Which External Certifications would you prefer CSPs have? (Multiple responses allowed)
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Are you required to meet regulatory
requirements?

Q14: Are you required to meet regulatory requirements? (N = 101)

20



Which Regulations?

PCI D55

50X

HIPAA

EU Privacy Act
L5 Patriot Act
Other

FISMA

FCAP

DIACAP

I/ I/ I/

o% S% 10% 15% 20%

* PCl and SOX are top two cited regulations

e SOX likely high due to 75% of respondents from US
e EU Privacy Act at nearly 15%

* Less than 10% of respondents were from EU

Q15: If you have to meet regulatory requirements, please select the ones you are required to follow (Multiple

Responses Allowed) (N = 70)

25%



Controls Implemented to Reduce Risks

Encryption

Stronger IDAM Controls

Stronger oversight of contract/vendors
Increased due diligence of CSPs

Mone of the above

On-slte inspections

Penalties for non-compllance
Contracting to test/verify CSP Controls

Other {please specify)

o & o o
i i ] i i i ] T T i

0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%

Top two controls implemented by customers to reduce the risks associated with Cloud
Computing:

— Encryption

— Stronger Identity and Access Management Controls

Cloud Service Providers that can provide these controls in an easy to implement manner for
the customers could have an advantage over those CSPs that do not

Q16: Which controls has your company implemented to mitigate new or increased risks with cloud computing?
(Multiple responses allowed) (N = 97)
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Has your organization experienced any of the
following as a direct result of cloud computing?

Response |Response
Answers Count %
CSP Outage Negative press coverage 3 4%
IP stolen 4 6%
None Other (please specify) 6 8%
Legal Issues 7 10%
Data breach/loss Data breach/loss 13 18%
None 14 19%
Legal Issues CSP Outage 25 35%
72 100%
Other (please specify) Answered question 39
Skipped question 68
IP stolen Total Taking Survey 107
Negative press coverage
0% 5% 10% 15% 20% 25% 30% 35%

* 39 Respondents answered this survey question
 Due to multiple responses allowed, total count of responses was 72
e Additional follow up questions will be asked in this area in the next survey
e Responses indicate that:
e Customers are ready to move to the cloud in spite of negative experiences

Q17: Has your organization experienced any of the following as a direct result of cloud computing?



How strongly do you agree or disagree over the
following statements about Cloud Computing?

Strongly Disagree l B Guarantees over regulatory compliance
I would cause us to use more cloud services

M Guaranteed SLA would cause us to use

more cloud computing services
Disagree

Security and Privacy concerns are the
primary reason why we are not moving to
cloud computing

Agree M Shared networks are vulnerable without

encryption (data in motion)

Shared storage is vulnerable without
encryption (data at rest)

Strongly Agree

A S R R A :
0%  10% 20%  30%  40% 50%  60%  70%

e Demand for Encryption is very high, based on strong agreement for:
e Shared networks vulnerable without encryption (data in motion)
e Shared storage is vulnerable without encryption (data at rest)
* In question on top 3 concerns for cloud computing, less than 10%
indicated a concern around multi-tenancy

(N=103) Q18: How strongly do you agree or disagree over the following statements about Cloud Computing? 24



Types of Cloud Services Using

£ |

Community Cloud

Hybrid Cloud B Currently Deployed/in Production

B Currently Piloting

Planning to deploy in next 1-12 months

B Planning to deploy in next 12+ months

Private Cloud
Have no plans to deploy

Public Cloud

|/ |/ T T T T T
0%  10%  20%  30%  40%  50%  60%  70%

* Highest reported use of Cloud Services:
e Private Cloud at 47%
e Public Cloud at 42%
e Moderate adoption of Hybrid Cloud Services at 28%
e Very little adoption of Community Cloud Services at this time, 70% with no
plans to deploy

Q19: What type of Cloud Services are you using, or planning to use? (N = 98)



Plans to Deploy

I
Eaas L
I
E M Currently Deployed/in Production
dMaas I B Currently Piloting
1 Planning to deploy in next 1-12 months
laas M Planning to deploy in next 12+ months
|
E Have no plans to deploy
Paas
I
1 . Software as a Service (SaaS)
5aas . Platform as a Service (Paa$)
y . Infrastructure as a Service (laaS)
0% 10% 20% 30% A0% 0% 60% . IdentitylManagemer.wt as a Service (IDMaaS)
. Encryption as a Service (EaaS)
* Deployment of SaaS leads all other services " SecurityasaService (SECaas)

* Followed by:
. laasS (33%)
* PaaS(31%)
e Generally speaking, respondents have no significant plans to deploy:
* Identity Management as a Service (IDMaa$)
e Encryption as a Service (EaaS)
e Security as a Service (SECaaS)
* ltisinteresting to note that these are the solutions customers are asking for in order to move to the

Cloud (esp. IDMaaS and Eaa$)

Q20: What type of cloud service are you using, or planning to use? (N = 101) 26



Appendix

e Selected Crosstabs for additional analysis of
the data



Crosstab: Vertical vs. Compliance
Framework (%)

40
35
30
25
20
15
10

Which Compliance Frameworks do you use to evaluate Cloud Services?

B Education, Government or Non-Profit

n-

OFinancial Services

I [ N

OHealthcare, Pharmaceutical, Biotech

-

Cloud Security
Alliance Open...

GLeA [

FisMA [T

B Technelogy

Pl [ N T W

OProfessicnal Services

BASEL ]
SAS 70

ISA 27001

FEDRAMP [ i}

Other (please
specify)

HIPAAHITECH [ T 1

Cross tab of Q4: Which Industry / Vertical best describes your
organization? and Q7: Which Compliance Frameworks do you use to
evaluate Cloud Services?




Crosstab of 'Ext Certification (Y/N)' vs.
‘Evaluating Security of CSPs’

HYes

ENo
20

10

Reputation/ Known CustomerReviews ReviewsInPressor Wordof mouth Personal Experience  Compllarce Other {please
Brand Blogs from colleagues Frameworks {150, speclfy}
BASEL, efc.)

Crosstab of responses to ‘Q12: Importance of External Certification’ and ‘Q6:
Evaluating the Security of Cloud based Applications’:

*For those responding ‘Yes’ to ‘external certification would increase cloud

adoption’, the compliance framework is nearly as important as Reputation and

Brand for CSPs 29



Crosstab: ‘Organizational Loss’ vs. ‘How do you
Evaluate the Security of Cloud based applications you
use’?

Of the Cloud Computing security concerns listed below, please identify your top three?

Has your organization experienced any of the following as a direct result of
cloud computing?

Customer, Cloud Negative press

Intellectual . coverage due to
employee, or service
. T Property . leaked Response Response
Answer Options organization . , provider . . Legal Issues
misappropriate information that Percent Count
data system
d/stolen causes
breach/loss outage
embarrassment
Physical/Geographic boundary controls 3 1 8 S 1 23.1% 9
Access Control 5 1 5 1 1 23.1% 9
Multi-T enant 1 2 6 0 1 23.1% 9
Attesting to the integrity of the Hosting platforms 4 0 8 0 2 30.8% 12
Inability to measure security services 7 1 8 1 4 41.0% 16
Concerns about providers security capabilities 4 3 11 1 2 41.0% 16
Lack oftransparency / inability to perform audits 7 2 11 2 4 46.2% 18
Lack of control over data 5 1 14 0 & 48.7% 19
Total 108
# of Respondents 39
# who skipped question 0

e For Organizations that have experienced some form of loss in the cloud:
e Compliance Frameworks are the most important factor in selecting Cloud Service Providers
e Reputation/Brand is second

e This is a different ranking order than for those who have not suffered a loss, who

ranked brand and reputation first

Crosstab of Q17: Has your organization experienced any of the following as a direct result of cloud computing? And Q6:
How do you evaluate the security of Cloud based applications you use?



Crosstab of Organizational Loss vs. Top 3 Cloud
Security Concerns

L4 Resu Its from a ” res pondents Concerns about providers security capabilities :
(N — 109) are Included tO the Lack of control over data |

. Inability to measure security services
rlght — Lack of transparency / inability to perform audits 1
Access Control 1

Attesting to the integrity of the Hosting platforms

e Results from Organizations
that have experlenced IOSS Physical/Geographic boundary controls

are be|OW Other (please specify)
0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%

Organizations that have experienced loss:
Criteria for evaluating CSPs (N=39)

Multi-Tenant

Lack of control over data

Lack of transparency /inability to perform audits
Concerns about providers security capabilities
Inability to measure security services

Attesting to the integrity of the Hosting platforms

Multi Tenant Crosstab of Q17: Has your organization experienced
any of the following as a direct result of cloud
computing? and Q11: Of the Cloud Computing security
Physical/Geographic baundary contrals concerns listed below, please identify your top three?

Access Control

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
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